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HarionansHuil TeXHIYHUHN yHIBEpCUTET YKpaiHU
«KwuiBcpknit momitexuiuHuil iIHCTUTYT iMeHi Iropsa Cikopchbkoroy

Cipuenko 1. A.
HarnionaneHuii TeXHIYHUNA YHIBEPCUTET YKpaiHH
«KuiBcbkuii monitexHiuHui iHCTUTYT iMeHi [ropst Cikopchkoro»

EKCIIEPTHA OLHIHKA E®PEKTUBHOCTI 3BACTOCYBAHHA CUCTEM
3AXUCTY IH®OPMAILII B MEPEXKAX PO3INOBCIOAKEHHS
AYAIOBI3YAJIBHOI'O KOHTEHTY

IIpononyemuvcsa memoouxa i mecmu 0si eKCHEePMHOI eKOHOMIYHOT OYIHKU ehexmuenocmi 3acmocy8ants
cucmem 3axucny iHpopmayii 6 mepexncax po3noscro0NHcen s ayoiogizyanbHO20 KOHMEHNY.

Tlokaszano, wo npu eKOHOMIYHIN OYIHYI cucmemu Kpim eumpam Ha Hei HeoOXIOHO MAKONC 8paxo8yeamu
63AEMOOTIO MIJC RIOCUCTEMAMU, WO 6X00AMb 6 i1 CKad (PieHI 3axucmy, pyoesici saxucmy i maxe iHuie).

Bionogiono 0o yiei memoouxu neobxiono 8ionogicmu Ha Cim epyn NUMAans, Ha NIOCMABi AKUX eKCnepmHa
cucmema yXeamoe pileHHsi npo OOYLIbHICMb NPUUHAMMS cucmemu 3axucmy ingopmayii. Ananiz eumoz 0o
cucmemu 3axucmy iHpopmayii npoeooumsbcst 8i0N0GIOHO 00 AHANIZY CAPAMOBAHOCHI il OlIbHOCTI, BYHKYI-
amu i npoyedypamu 3axucmy iHgopmayii na 06’ exmi.

Ilpome npu ananizi yux numMans UHUKAIOMb MAKI OCHOGHT NPOOIEMU: KOHMPOLL OOCYNY 00 8pPA3IUBOL |
cexkpemnol inghopmayii; npodini cexpemnocmi 00Cmyny. 3a0e3neyeHHst i CIMeoOPeHHs C8I00M020 8IOHOUEHHS
00 cekpemHocmi 6 op2anizayii, po3pooKka OOKyMeHmayii, wo 6U3HA4AE NOMIMUKY 8I0HOCHO CEKPEeMHOCMI HA
niocmaegi HopmamueHux 0oxymenmie, Ilpu ybomy HeoOXiono epaxosysamu cneyuiuni mpyoHowi i 8 nepuLy
yepey 00 HUX C1i0 6iOHecmu po3noodil npiopumemie Ois iHGOpMayii, Wo UMALAE 3AXUCTMY, WLIAXOM GU3HA-
yenHsi 6IOHOCHOI ypasnusocmi i cekpemruocmi ingopmayii. Kpim ybo2o, 00 0CHOSHUX NpoOLeM, SIKI GUHUKAIOMb
npu OMPUMAHHI 8I0N0GI0el HA NOCMAGIECH] NUMAHHS, MOJCHA GIOHeCMU 3MIHU 6 MEXHON02ll 3axucmy, siKi
MOJCYMb OYMU GUKOPUCIAHT K 3MOBMUCHUKAMU, MAK [ 3AXUCHUKAMU THHOpMAayii, a maxkodic 6Cmanosumu
sUMO2U 00 (DIHAHCYBANHSL 3AX0016 NO 3axXucmy iH@opmayii.

Ckraonowi, siKi GUHUKAIOMb NPU GUPIUEHHT YUX NUMAHb 36 S13aHi MAKONC 3 HeOOXIOHICMIO YHUKHEHHS.
KOHAIKMI6 13-3a pecypcis, po3poOKu Nianie peanizayii i 3anobieaiHs KOHGIIKMAmM npu po3sUmKy cucmemu
3axucmy.

Ananiz 8ionogioell Ha NOCMAGIEeHi NUMAHHSA NOKA3YE, WO 60HU He Maromb 4imkoi medci. Ha numanns
MOJACHA Oamu OeKiIbKA 0OHOMUNHUX 8ION0GI0el, Wo Modce npusecmu 00 Hesaxichoi oyinku. Cysopi npasuna,
3aK1a0eHi 8 eKCnepmHui cucmemu, He 0arOmMsb ONMUMATLHO20 DileHHs.

Tpuiinsewu npunyujenns, wo 6i0nosiob Hece 6 co0i 0esiKy HeuimKicmb, 3P00NEeHO BUCHOBOK, W0 OISl eKC-
nepmuoi cucmemu HeobXiOHO eukopucmosysamu anapam nevimkoi noeiku. Tooi 8i0noeiono 0o ompumanux
8i0onosioell, GUKOPUCTNOBYIOUU anapam HeYimKoi 102IKU, eKCNepmHa CUCemMa YX6aa0€ ONMumManshe i 00epyH-
moeamne pitlenHs.

Bukopucmosyiouu Heuimky MHONCUHY, SUSHAYAEMbCA Y3a2dlbHeHa BIOHOCHA 6idcmanb Xemminea,
ROMIM — IHOEKC HeUimKOCMi, NO AKOMY 8UOAEMbCSL eKCNEPMHA OYIHKA.

Knrouosi cnosa: saxucm ingopmayii, mepesica, Heuimka MHONCUHA, OYIHKA eheKMUBHOCMI.

IHocranoBka mnpoOiaemu. B ganuii yac Haii-
YacTillle 3aCTOCOBYIOTbCS €KOHOMIYHI KpUTEpii IS
OLIIHKY €(DEeKTUBHOCTI 3aCTOCYBAHHS CUCTEM 3aXHUCTY
iHpopmarii (C31) B Mepexax po3MOBCIOMIKCHHS ay/Ti-
oBizyansHOTO KOoHTeHTY (MP ABK) [1, 2].

Sk xpurepii EKOHOMIYHOCTI HABOMSTHCS TIPH-
Be/ICHI BUTpATH 1 0OYMCIIIOBaHA HA X OCHOBI €KOHO-
Mist BuTpar. Taki KpuTepii He MalOThb SIKMX-HEOyIb
NPUHLMIIOBHUX TIEpPEBar, 3a BHHATKOM (akTopy 3pyd-
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HOCTi 3acTocyBaHHS. PazoM 3 MiMH KpUTEpisiMU
OTPUMaB TOLIMPEHHS 1 TaK 3BaHUM KPUTEPil MOBHUX
Butpar [3-5]. [Ipu BHUKOpHCTaHHI LLOTO KPUTEPIO
i mapamerpiB: C, — OAHOPA30Bi KamiTaJbHI BUTPATH,
[0 MafOTh MiCIle Y MOMEHT BCTaHOBJICHHSI CHCTEMH
3axucty; C, — eKCIUTyaTaliiiHi BUTPaTH B OJMHHUIIIO
yacy; £, — IO3UTHBHUHN €(DEeKT B OIMHHMIIIO Yacy, OTPH-
MaHU# Bii BIPOBADKEHHSI CUCTEMHU 3aXHCTY, — eek-
TUBHICTb CUCTEMH 3aXHCTY OLIHIOETHCS TAKMM YHHOM:
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T, G TEPMiH OKYITHOCTI, (1)
Er-C,
C,, = C.+ 0,C,— npuseneni Burparu, (2)
ne O, — HOpMaTUBHUM TEPMiH OKYITHOCTI;
C= C,+ T.C,— noBHi BuTparu, 3)

ne T, — TepMiH cimyx0u abo nepeadadyBaHUN TEPMiH
BUKOPHUCTaHHS CHCTEMH 3aXHCTY.

Butparu no Bupazax (2) i (3) € ¢pyHKuisiMu yacy,
a BIIMIHHICTh Mi)X NPUBEICHIMH 1 TOBHUMH BUTpa-
TaMH TIOJISITA€ B TOMY. IO TIEPIITi OOYHCITIOIOTHCS 3a
qac, SKUH JTOPiBHIOE HOPMAaTUBHOMY TEPMIiHY OKYII-
HOCTI, a APYTi — 32 MOBHHUI Yac BUKOPHCTAHHS CHUC-
TEMH 3aXHCTY.

OxpiM BiIMIY€HUX BHIIE KPUTEPIiB, MPH EKOHO-
MIYHIH OIIIHII CHUCTEMH KpiM BHUTpar Ha Hel HeoO-
X1JTHO TaKO’K BPaXOBYBaTH B3a€MOIIF0 MK TTIICHCTE-
MaMH, 10 BXOASTH B 11 cKiaj (piBHI 3aXUCTY, pyOexi
3axuCTy i Take iHmIe) [6, 7].

ToMy MOXXHA TPHITyCTHUTH, IO MOBHA BapTiCTh
CUCTEMH 3aXUCTy iH(popMallii Oyae CyMOIo BapTOCTEH

11 miacucTEM: '
C,= z C. 4)
i=1

Takox mpu exoHoMmiuHii omiami C3I HEOOXigHO
BpaxoOBYBaTH B fAKil KaTeropii cucTteM 3 0OMEXEHUM
JoCTyIIoM 30epiraeTbes, 00poosieThes 1 PyHKIIOHYE
00’€KT 3aXHCTY, a TAaKOX 0 SIKOi Kareropii BigHO-
CUTBCSI caM 00’ €KT.

MeTtor0 poOOTH € eKCIIepTHA €KOHOMIiUHA OITiHKa
e(heKTUBHOCTI 3aCTOCYBAaHHS CHCTEM 3aXUCTy iH(OP-
Mallii B Mepexax pO3TMOBCIOKEHHS ayfioBi3yalb-
HOT'O KOHTEHTY.

Bukiaa ocnoBHoro marepiaay. HaiiGinbm
MOIIUPEHUMHU B JIAaHUH Yac € JIBl METOIMKUA CKOHOMIY-
Hoi omiaku C3I [8].

3abe3nedeHHs HeOOX1THOTO PiBHS 3aXUCTy P, pH
MiHIMaJBHAX BHTpATax :

MiH*®
C,;, — min
P>P,
3a0e3nevyeHHsT MaKCHMaJIbHOTO PIBHS 3aXUCTY
nipu oomexenux purparax C,:
P — max 6
c,<C ©)

Ha migcTaBi nporo mpoBeneMo OIiHKY €KOHOMiY-
HOT JIOIIIBHOCTI 1OOYIOBH CUCTEMH 3aXUCTY iH(OP-
mari.

Opnpasy BcranoBumo, mo C, <kQ, ne O — Benu-
YHHA, [[[0 XapaKTepPU3y€e BUTPATH 13-3a TPOCOUYBaHHS
iH(opMariii a0 HECaHKI[IOHOBaHUX JIil 3JIOBMUCHH-
KiB (PO3MIpHICTh Taka X, K P, k — craTHCTUUHUIH
koedimieHT, sikui BpaxoBye BuTparu Ha C3I).

)

Binmosigao 1o [5, 8] k 3HaX0MUTHCS y Iiama3oHi
3rauenb 0,05...0,20. Orxe, criBBigHOmEHHS Mik C,
i O, xomu C, B cuctemi 3axucty iHdopmalii Biarmo-
Bijmae Bia 5 1o 20% BennyuHMA 30UTKY, 110 00YMOB-
JIEHU! TIPOCOTYBaHHSM iH(pOpMAIlii, BBAKAIOTHCS 3a
ONTUMAJTbHI. [HKOJIM BBaXKaroTh, IO BUTPATH Ha CHC-
TeMy 3axucTy iHpopMmaii noBunHi ckinagata 20—-30%
BiJ BapToCTi iH(OpMaMiifHOI CHCTEeMHU 1 JOKaIbHOI
Mepexi 00°ekTy B LioMy. SIKIIO BKa3aHi BUTpaTH
MeHie 5%, Toal € pU3uK HECAaHKIIIOHOBAHOTO OTPH-
MaHHS iH(hOpMAIIii 3TOBMUCHUKOM, SIKIIIO YK BUTPATH
nepeBunyroTb 20%, TOMI OUITBHO MEPeriTHYTH
3aIlJIaHOBaHI 3aXOAM 1 CTPYKTYPY CHCTEMH 3aXHUCTY
iHpopMarii.

Just  TouHimol 1 00 €KTHBHIIIOI EKOHOMIYHOL
OLIIHKK €()eKTUBHOCTI CHCTEMH 3aXUCTy iH(opmarlii
B poOOTi TIPOIIOHYETHCS KOMII IOTEpHA EKCIIepTHA
METO/IMKA 1 TECTH.

BigmosigHo 10 i€l METOAMKH HEOOXIIHO BII-
MOBICTH Ha CiM TpyIl UTaHb, HA MiJCTaBI SIKUX EKC-
NepTHA CUCTEMA YXBAaJIOE PIIIEHHS MPO JOLUIBHICTD
MPUHHATTS CHCTEMH 3axXUCTy iH(opmamii. AHami3
BHMOT JTO CHCTEMH 3aXHUCTy iHPOpMAIIil MPOBOIUTHCS
BIJIMOBI/THO JI0 aHAITI3Y CIIPSAMOBAHOCTI ii AisTBHOCTI,
¢GyHKIIIME 1 TipoueaypamMu 3axucTy iH(opmanii Ha
00’ €KTi.

BinmnoBigHO 10 nepwioi TpPynu BHU3HAYAETHCS
iH(opMariis, 1110 mijysarae 3axucty. [Ipu nbomy He00-
X1HO BUAUTHTH iHpOpMAITito, IKy HE0OXiTHO 3aXHuc-
TUTH BiJ HeOakaHO1 il abo HE JOIycKaTH ii BUTOKY.
AHanizyloud Hao4YHy OONacTh B NPOLECi MOUIYKY
PIlICHHST HEOOXiHO BIAMOBICTH HA TaKi MTUTAHHS:

— SIxi naHi MOXKyYTB 30upaTHcs?

— XTO MOXKE I[IKABUTUCS LIUMH JaHUMH?

—YoMy BOHH IIKaBIATHCS HUMHU?

— Komnu 1ii mani notpioHi?

— Uu npoxonsTh Yepe3 MepeKy 00’ €KTy HOBI JAaHi
Ta HOB1 KOPUCTYBadi JaHUX?

— SIKi IPUHIUITH BUKOPUCTOBYIOTBCS JUTSL OLIIHKH
LIHHOCTI iH(OopMaILii?

— SIka 3axoHOaBYA 1 COIliaybHA Bi/AMOBITATBHICTE?

— SIkwit 3axucT HeOOXimHUN /T iH(QOpMAITiT KOXK-
HOTO BUAy?

Y opyeziii rpyni muTaHk 3MiHCHIOETHCS 3’ ICYBaHHS
MOXKIIMBHX KaHaJIiB npocovdyBanHs iH(opmaii. [Tpu
LbOMY aHaJi3y€eThCS:

— SIki KOHKpETHI CITBPOOITHUKH MAIOTh JOCTYII IO
KOH(1IEHIIIHHNX TaHUX?

— XTO TNOBUMHEH 3MIHUTH iHQOpMalLio, YoMy,
Konu?

— Yu npoxouIiK 11i CIiBPOOITHUKH TIEPEBIpKY?

— Un oprani3yroTscs i peaizyloThCsi B TOBHOMY
00cs131 KOMIT T0TepHi 3ax0au?

49



Bueni sanucku THY imeni B.1. Bepnaacbkoro. Cepisa: Texniuni Hayku

— Yu noOpe IDOKYMEHTYIOTBCS 1 peamizyloTbes
KOMIT FOTepHI 3aX0/11?

— Yu € mporpaMu HaBYaHHS, MiATOTOBKH 1 mepe-
MiATOTOBKH TIEpCOHATY?

[IpoTe mpwu aHai31 MUX MUTAHH BUHUKAIOTh TaKi
OCHOBHI IpoOJIEeMH: KOHTPOJIb JOCTYIy AO Bpas-
nuBoi 1 cexpeTHOi iH(opmanii; mpodini cexper-
HOCTI AOCTymy: 3a0e3Me4YeHHs 1 CTBOPEHHS CBiJO-
MOT'O BIJIHOIIGHHS JIO CEKPETHOCTI B OpraHisaiii,
po3po0OKa AOKyMEHTAIlil, 110 BHU3HAYAE MOJITHKY
BIJHOCHO CEKPETHOCTI Ha MiJCTaBi HOPMATUBHUX
JIOKYMEHTIB, Ta iH.

Tpemsa rpyna nuTaHb L€ — OLIHKA YPa3IUBOCTI
i pu3uky. Ha ipomy erami omiHIOETbCS:

— SIki cienugivyHO Bpa3IMBi TOYKU Ma€ 00’ €KT, 0
Tpeba omiHuTH?

— Hackinpku Moxe OyTH 3MEHIICHHH PHU3UK
MIpH 33/1aHOMY 30UTBIIIEHH]I 00’€MY 3aXO[iB 3aXHUCTY
iHpopmaii?

[Tpn uboMy HEOOXiIHO BpPaxoBYBaTH HPOOIEMH
1 B IIEpIIy Yepry 0 HUX CJIiJ] BITHECTH PO3MOILI Mpi-
OpUTETIB JUIsl iH(OpMAIlii, IO BUMATae 3aXKCTY, ILIs-
XOM BHW3HAUCHHS BiTHOCHOI ypa3JIMBOCTI 1 CEKpeT-
HOCTI iH(opMmarrii.

Jo uemeepmoi Tpynum THUTaHb BiAHOCHTHCS
BU3HAYECHHSI BUMOT JI0 CHUCTEMH 3aXUCTy iH(opMma-
uii. [TorpiGHO chopMymntoBaTH 1 OIIHUTH HEOOX1THUIHA
piBeHB 3aXUCTY 1 Ha MiJICTaBi IbOTO BU3HAYUTH OCHO-
BHI CKOHOMIYHI XapaKTEPUCTUKH CUCTEMH 3aXUCTY.
[Ipu nboMy HEOOXiTHO BIAMOBICTH HA TaKi TUTAHHS:

— SIxi TexHiuHi 3axomu Oe3MEKH BHKOPHCTOBY-
10ThCsA?

— SIka BapTiCTh TEXHIYHHX 3aXOJliB 3aXUCTY?

— Hackinbkn edexTHBHI  JIOCTYNHI  3aX0au
3aXHUCTy?
— Hackinbku ypa3nuBi  €JIEMEHTH CHCTEMHU

3axucTy iHpopMarii?

— Sxuit pusuk (aHaji3 i MPOTHO3YBaHHS MOX-
JIMBUX HACJIJIKIB, SIKI MOXYTb, BHKJIMKATH IIi TPO-
Omemm)?

Jlo OCHOBHHX TIpOOJIEM, SKi BHHHKAIOTH TIPH
OTPUMaHHI BIJTIOBiJIel Ha IIi MUTAaHHSA, MOXKHA BiJI-
HECTH 3MiHHM B TEXHOJIOT] 3aXHUCTY, SIKi MOXKYTb OyTH
BUKOPHCTAaHI SIK 3JIOBMUCHUKAMH, TaK 1 3aXUCHUKAMH
iHpopMallii, a TaKoK BCTAHOBUTH BUMOTH 110 (piHaH-
CYBaHHS 3aXO0[lIB IO 3aXUCTy iH(pOpMAIlii.

Y n’amiii Tpymi TIATaHb TPOBOAWTHCS BHOIpKa
3ac00iB 3aXUCTY 1 BU3HAUEHHS 1X XapaKTePUCTHUK.

VY wiif rpymni HeoOXiHO BiANOBICTH MEpII 3a BCE
Ha TaKi TUTaHHS:

— SIki 3arpo3u MaroTh OyTH pudpaHi i B sKil Mipi?

— SIki 30HU 00’ €KTy MalOTh OyTH 3aXHUIIEHI 1 TKOIO
Miporo?
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— 3a JI01IOMOT 010 SIKUX 3ac00iB Mae OyTH peaizo-
BaHUI 3aXUCT?

— Slxa Mae OyTH [TOBHa BapTiCTh peaizallii 3aXucTy
1 BUTpATH HA €KCIUTyaTallifo 3 ypaxyBaHHs MOTEHIIIN-
HUX 3arpo3?

— SIki cninbHI (QyHKIIIT 3a4inaroThes?

— SIxuit HOBHI epcoHa MOTPiOHUI?

— SIxa kBamiikarrist moTpiOHA JJIsi BAKOHAHHS ITUX
000B’513KiB?

— Slka BapTicTh nOCTymHA?

— SIkuit BuTpam B Oe3merli Oyzme oTpuMaHui TpH
30ibIIeHH] OrOmKETY?

OcHOBHI 1po0IeMH, SKi BUPIMIYIOTh IPH LBOMY:
MPOBEJICHHS OpTaHi3aliiHOT POOOTH JUIS TiJBH-
HICHHS €(PEKTUBHOCTI, IPALIC3IaTHOCTI peali3oBaHUX
Mporpam, CUCTEM, AKi peanizyloThCs, Ta X QyHKIIIO-
HYBaHHS; po3po0OKa opraHi3amiifHUX CXeM; pPo3pooKa
MIPaBHII POOIT.

Lllocma rpyna nutaHb BiZHOCHTHCS 10 BIIPOBa-
JOKCHHS 1 BUKOPUCTAHHSI BHOPAHUX 3aXOJliB 3aXHCTY.
[Ipu BupimieHHI WX MUTaHb HEOOXiIHO BiIMOBICTH
Ha TPH OCHOBHHX NMUTAHHS:

— SIkuit IpiOpUTET CEKPETHUX 00’ €KTIB?

— Slk Oyne BIITMBATH peatizaiis porpaMu 3aXUCTy
iH(poOpMalii Ha MIaHK TiANpUeEMCTBA?

— SIxi nogarkoBi pecypcu OymayTh NOTPiOHI?

CkuaiHoIIl, SIKI BUHUKAIOTh TPU BUPILMICHHI IUX
MUTaHb HACTYITHI: HEOOXIJIHICTh YHUKHEHHS KOHQITIK-
TiB i3-3a pecypciB, po3poOKa IIIaHiB pearizaiii 1 3amo-
OiraHHs KOH(IIKTaM TPU PO3BUTKY CUCTEMH 3aXHCTY.

Cvoma Tpyna NUTaHb — KOHTPOJb W yNPaBIiHHA
CHCTEMOIO 3aXHUCTY.

VYrpaBiiHHS 3aXUCTOM — € KOHTPOJb 32 PO3IO-
ninoM iHpopmaliii y BIIKPUTHX CHCTEMaX 1 KaHaax.
Bin 3mitficHio€ThCS a1 3a0e3TmedeHHs (YHKITIOHY-
BaHHS 3ac00iB 1 MEXaHI3MiB 3aXUCTY: (hiKcallis BUKO-
HaHHA QYHKUIHN 1 cTaHy MeXaHi3MiB 3aXHCTY, (ikca-
LS TTOJTiH, OB’ I3aHMUX 3 MIOPYIICHHSM 3aXHUCTY.

[lpu upoMy HEOOXiHO MOCTIHHO BHPINIYBATH
TaKi MTUTAHHS:

— Slkwit Mae Oyt ckiax ¢paxisiliB st ePeKTUBHOT
poOOTH IpyIIH KOHTPOJIIO?

— Uu € crannaptu Oe3neku i cekpeTHOCTI iH]Oop-
Mari?

—Yu inenTrdikoBaHi BCi Bpa3nuBi TOUKH 00 €KTY?

— SIki moKpamieHHs MOXKHA MPOBECTH, adu 3po-
OUTH CHCTEMY 3aXHCTy ORI Mpare3aaTHo i eek-
THUBHOIO?

— SIka nepioguyYHICTh KOHTPOIIO?

[IpoBeseHi OCIiPKEHHS BiIOBiIeH Ha MOCTaB-
JICHI TUTaHHS TOKa3yI0Th, 1[0 BOHU HE MAIOTh YiTKOT
mexi. Ha muranHs MO)XHA OaTH JeKUIbKa OJHOTHII-
HUX BIATIOBIICH, IO MOXKE TPUBECTH 0 HESIKICHOI
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ouinku. CyBopi paBuJia, 3aKkjaieHi B €eKCIEPTHI CUC-
TEMHU, HE JAF0Th ONITUMAJIBHOTO PIllICHHS.

[MpuiiHsBIIM TPUIYHICHHS — BiANOBiAb Hece
B €00l JesIKy HeJiTKiCTh, MOXKHA MIPUUTH 10 BUCHO-
BKY, IIIO TSI €KCIIEPTHOI CHCTEMH HEOOXiITHO BHKO-
pucToByBaTH amapar HediTkoi joriku [9, 10]. Tomi
BiJIIOBIIHO JI0 OTPUMaHUX BiAIMOBiCH, BUKOPUCTO-
BYFOUM arapar HEYiTKOi JIOTiKH, €KCIIEpTHA CHCTEeMa
YXBAJIIO€ ONTHMAIBbHE 1 00rPYHTOBaHE PillICHHSI.

BuxiganMuy 1aHUME €KCTIEPTHOI CHUCTEMH OyIyTh
HACTYITHI peKOMEHIaITii:

— C3I MmoxHa He 3aCTOCOBYBATH.

— 3acrocoByBaru cnadki C31L.

— 3acrocoByBaru cuibHi C31.

— 3acrocoByBaru ocobnusi C3I.

Lli pekomMeHIAIll TAaKOXK € HEUITKUMHU TIOHATTSIMH,
1 KO’KHa Ma€ CBOIO TIPUHAICKHICTD ((PYHKIIIIO TTpHHA-
JISKHOCTI) IO HEYITKOI MHOYKHHH.

Toni mpuHANEKHICTH pEKOMEHAAINd 10 HEediT-
Kol MHOKWHU BU3HAUAETHCS 32 JIOTIOMOTOIO 1HJICKCY
HediTkocTi (puc. 1).

Sk 3ragyBanocs BUIIE, BCl MATAHHS 3TPyHOBaHI
no temax. Ilutanp B Temi € AeKijabKa, Ha MMUTAHHS
MoOyKe OyTH JIeKijbKa BiqnoBizel (110 yMOBi mpuiimMa-
€THCsI JIMIIE OJTHA BiAMOBiAb). BiAmosiai MatoTh CBOIO
MIPUHAJICKHICTh JI0 HEUITKOT Oe3:miui Bimosiaei. Bin-
MoBiI1 Ty «Bakko BIAMOBICTH» MarOTh IPUHAJICHK-
HicTh u=0, 1, pemra BiaNOBiel MarOTh MPHUHAIIEK-
Hicts pu=0, 0,33, 0,66, 1.

I3 BigmoBizel Ha NMUTAHHA CKJIANAETHCA HEUITKA
MHOXHHA, B SIKil KiJIBKICTh CTOBIIIIIB JJOPIBHIOE KiJIb-
KOCTi MUTaHb, & KUIBKICTh PSAAKIB JOPIBHIOE KiJib-
KOCTI TeM.

IHoekc Lis
1 —_—
3acrocoBysaTtu ocobnmsi C3I
0,85—1
3acrocosysaTtu cunbHi C3I
0,68
3acrocoByBatu cnabki C3I
0,381
MoxHa He 3acTocoByBat C3l
0 —1

Puc. 1. Pekomenaamii 10 HeUiTKOI MHOKHUHU

BuxoprcToByrouM HEYITKy MHOXXWHY, BH3Ha4a-
€ThCS y3araJbHEHa BiTHOCHA BijicTaHb XemMiHra [ 10,
11], a mOTiM — IHAEKC HEYITKOCTI, 10 IKOMY BHJIAETHCS
eKCIIepTHA OIliHKa.

BucHoBku

1. 3ampoItoHOBaHO KOMIT'IOTEPHY  EKCIIEPTHY
METOAWKY 1 TEeCTH, IO JIO3BOJISIOTH TOYHIIIe
1 00’€eKTHBHILIE OILIHIOBaTH EKOHOMiUHY e()eKTHB-
HOCTh CHCTEMH 3aXUCTy iH(opMarii.

2. Bu3HaueHO ciM IpyIl MUTaHb, HA MiACTaBI SKHX
eKCIIepTHa CHCTEMa yXBAJIOE PIIIEHHS MPO JIOIIb-
HICTh MIPUAHATTS CHCTEMH 3aXHUCTy iHPOpMAITii.

3. BuUKopHCTOBYIOUM amapaT HEYITKOi JIOTiKH
BH3HAYA€ThCS y3arajibHEHa BiJJHOCHA BiJICTaHb XEM-
MIHTa, a TIOTIM — IHJIEKC HEYITKOCTI, 110 SIKOMY BH/a-
€ThCsI CKCIIEPTHA OI[IHKA.
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Rozorinov H.M., Sirchenko I.A. AN EXPERT ESTIMATION OF EFFICIENCY OF THE
INFORMATION DEFENCE SYSTEMS APPLICATION IN THE NETWORKS OF
AUDIOVISUAL CONTENT DISTRIBUTION

Methodology and tests are offered for the expert economic estimation of efficiency of application of the
information security systems in the networks of audiovisual content distribution.

1t is shown that at the economic estimation of the system except charges on the system it is necessary also
to take into account cooperation between subsystems that is included in the composition (levels of defence,
borders of defence and all that).

In accordance with this methodology it is necessary to answer on seven groups of questions, on the basis
of that a consulting model makes decision about expedience of acceptance of the information security system.
The analysis of information security system requirements is conducted in accordance with the analysis of
orientation of the activity, by functions and procedures of information defence on an object.

However at the analysis of these questions there are such basic problems: access control to vulnerable and
secret information; profiles of access secrecy: providing and creation of conscious attitude toward secrecy
in organization, development of documentation that determines politics in relation to secrecy on the basis
of normative documents. It is thus necessary to take into account specific difficulties and first of all to them
it follows to take distribution of priorities for information that requires defence, by determination of relative
vulnerability and secrecy of information. Except it, to the basic problems that arise up at the receipt of answers
for by the set questions, it is possible to take changes in technologies of defence, that can be used by both
malefactors and defenders of information, and also to set requirements to financing of events on information
security.

Complications that arise up at the decision of these questions related also to the necessity of avoidance of
conflicts from resources, developments of realization plans and prevention of conflicts at development of the
defence system.

The analysis of answers for by the set questions shows that they do not have a clear limit. On a question it
is possible to give a few of the same type answers, that can result in an off-grade estimation. The severe rules
stopped up in consulting models do not give an optimal decision.

Accepting supposition, that an answer carries in itself some unclearness, drawn conclusion, that for a
consulting model it is necessary to use the vehicle of fuzzy logic. Then in accordance with the got answers,
using the vehicle of fuzzy logic, a consulting model accepts an optimal and reasonable decision.

Using a fuzzy set, the generalized relative distance of Hamming is determined, and then is an index of
unclearness, on that an expert estimation is given out.

Key words: information security, network, fuzzy set, estimation of efficiency.
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